UBND TINH LANG SON  CONG HOA XA HQI CHU NGHIA VIET NAM

SO CONG THUONG Déc 1ap - Tw do - Hanh phuc
Sb: 65/KH-SCT Lang Son, ngay 24 thing 6 ndm 2024
KE HOACH

Tu kiém tra cong tiac bao dam an toan, an ninh mang nim 2024

Thuc hién K& hoach s6 89/KH-TBATANM ngay 15/6/2024 cua Tiéu
ban An toan, An ninh mang tinh Lang Son vé viéc Kiém tra, huéng dan cong
tac bao dam an toan, an ninh mang trén dia ban tinh Lang Son; S& Co6ng
Thuong x4y dung Ké hoach tu kiém tra cong tic bao dam an toan, an ninh
mang nam 2024 nhu sau:

I. MUC PiCH, YEU CAU
1. Muc dich

- Nang cao nhan thtrc, trach nhiém cua Lanh dao, dang vién, cong churc,
nguoi lao dong co quan d6i voi cong tac bao dam an toan, an ninh mang. Chu
dong phong ngira, ngin chin hoat dong tan cong mang, gian diép mang, khing
bd mang cua thé luc thu dich, toi pham mang va 10, mat bi mat nha nudc, bao vé
dir li€u cé nhan trén khong gian mang.

- Kiém tra, danh gia thyc trang cong tac bao dam an toan, an ninh mang tai
cac co quan, don vi nham phat hién diém yéu, 15 hong bao mat, ma dgc, tinh trang
mat an ninh mang, an toan thong tin, kip thoi chan chinh nhiing so ha, thiéu sot,
xtr Iy hanh vi vi pham va huéng dan, kién nghi giai phap khic phuc.

2. Yéu ciu

Qua trinh kiém tra phai thyc hién dung quy trinh, khach quan, toan dién,
khong gay anh hudong dén hoat dong binh thudong ctia cdc phong nghiép vu cua
So.

I1. NOI DUNG KIEM TRA

1. Cong tac quan triét, trién khai cac vin ban chi dao, hwéng din vé
cong tac bao dim an toan, an ninh mang, bao v¢€ bi mat nha nwéc trén khong
gian mang va cong tac bao v¢ dir li€u ca nhan

Kiém tra cong tac quan triét, trién khai cac vian ban lién quan dén cong tac
bdo ddm an toan, an ninh mang, trong tam la: Luat An ninh mang, Nghi dinh )
85/2016/ND-CP ngay 01/7/2016 ctua Chinh phi vé bao dam an toan hé théng
thong tin (viét tat 1a HTTT) theo cap d0, Nghi dinh sb 53/2022/ND-CP ngay
15/8/2022 ctia Tha tudéng Chinh phu quy dinh chi tiét mot s6 diéu ctia Ludt An
ninh mang, Cong dién sb 33/CD-TTg ngay 07/4/2024 ctia Thu tuéng Chinh phu
vé ting cudng bao dam an toan thong tin mang, Cong van sb 1257/VPCP-KSTT
ngay 10/4/2024 cia Vian phong Chinh phii vé viéc ra soat nguy co tan cong, gian



2

diép mang, Ké hoach sd 13/KH-UBND tinh ngay 19/01/2023 cia UBND tinh vé
trién khai Quyét dinh sb 77/QD-TTg ngay 30/11/2022 cua Thu tuong Chinh phu
pheé duyét Pé 4an “Xay dung Thé tran An ninh nhan dan trén khong gian mang”, Ké
hoach s6 37/KH-TBATANM ngay 13/3/2024 cua Tiéu ban v& trién khai cac hoat
dong nam 2024, Cong van s6 481/UBND-KGVX ngay 15/4/2024 cua Chu tich
UBND tinh vé viéc ting cudng bao dam an toan thong tin mang, Cong van sb
668/UBND-KGVX ngay 20/5/2024 cia UBND tinh vé viéc trién khai mot sé
nhiém vu trong tdm vé an toan thong tin mang trong nim 2024 va cac vin ban lién
quan. Cong tac trién khai thyc hién Nghi dinh s6 13/2023/ND-CP ngay 17/4/2023
cta Chinh phu vé bao vé dit liéu c4 nhan tai co quan.

2. Cong tic bao dam an toan hé thong thong tin theo cip dd

- Kiém tra cong tac trién khai thuc hién ra soat, phan loai, 1ap ho so, trinh
phé duyét va phé duyét dé xuat cap do an toan d6i vdi HTTT dang van hanh tai
so theo Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phtl vé bao dam
an toan HTTT theo cap do.

- Viéc ‘Erién khai phuong an bdo dam an toan HTTT thudc pham vi quan 1y
cua so theo cap do dugc phé duyét.

- Kiém tra cong tac chi dao, st dung nguén luc dé to chuc thuc hién cong
tac dam bao an ninh an toan thong tin theo chi dao cua Thu tuéng Chinh phu tai
Chi thi s6 09/CT-TTg ngay 23/02/2024 vé tuan thii quy dinh phap luat va tang
cuong bao dam an toan HTTT theo cap d6 va Cong dién s6 33/CD-TTg ngay
07/4/2024 vé ting cudng bao dam an toan théng tin mang.

- Kiém tra viéc ing dung, khai thac Nén tang H trg quan ly bao dam an
toan HTTT theo cap do theo hudng dan tai Cong van s6 2046/BTTTT-CATTT

ngay 01/6/2023 va Cong vin sO 387/CATTT-ATHTTT ngay 30/3/2024 cua Bo
Thong tin va Truyén thong.

- Kiém tra cong tac khai thac, s dung S6 tay hudng dan bao dam an toan
HTTT theo cap d§ ban hanh tai Cong vin so0 478/CATTT-ATHTTT ngay
30/3/2024 ctia BO Thong tin va Truyén thong.

3. Duy tri va nang cao hi¢u qua cong tac bao dim an toan thong tin
theo md hinh “4 16p” (Luc lwong tai ché; t6 chirc hodc thué doanh nghiép giam
sat, bao vé chuyén nghiép, 16 chirc hodc thué doanh nghiép déc lap kiém tra, danh
gid dinh ky; két néi, chia sé théng tin véi hé thong gidm sdt quoc gia)

- Kiém tra, danh gia nang lyc xur 1y tai chd; cong tac trién khai hé théng
gidm sat, bao vé cho HTTT thudc pham vi quan 1y cta So.

- Cong tac kiém tra danh gia an toan HTTT dinh ky theo quy dinh trong
pham vi S6 Cong Thuong quan ly.

4. Thue hién Nghi dinh ciia Chinh phii vé bao vé dir liéu c4 nhén

- Kiém tra cong tac trién khai thuc hién Nghi dinh s6 13/2023/ND-CP ngay
17/4/2023 cua Chinh phu vé bao vé dir liéu ca nhan tai co quan, don vi.
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- Kiém tra vi€c thanh 13p bd phan, phan cong trach nhi€ém cho 1anh dao,
cong chirc lam cong tac bao vé dit liéu ca nhan.
- Kiém tra quy trinh thu thap, xtr Iy di¥ liéu ca nhan do S truc tiép quan 1y.
5. Kiém tra an ninh an toan HTTT

5.1. Kiém tra viéc ra soat, thuc hién cap nhat ban va 16 héng bdo mat trong
cac san pham Microsoft va cac san pham khac theo khuyén nghi, huéng dan cta
co quan chic nang; trién khai giai phap, phan mém phong, chéng mi
doc/antivirus; cau hinh, hoat dong ciia Hé thong mang WAN.

5.2. Kiém tra, ¢danh gla giai phap trién khai cac phuong 4n dam bao an toan
thong tin mang may tinh, cac HTTT, trang/cong thong tin dién tir va cac h¢ théng
phan mém chuyén nganh ma so quan 1y, str dung, gom:

- Thiét bi, phan mém, ung dung phuc vu bao dam an ninh mang, an toan
thong tin;

- Quy trinh dang tai, chia s¢ thong tin, tai li¢u trén internet, Trang thong tin
dién tir, hé thong quan 1y di€u hanh;

- Panh gi4 an toan, an ninh thiét bi cong nghé luu trit dit liéu két ndi Véi
may chu, hé thong may tinh, hé thong camera.

- Viéc quén 1y, trién khai st dung ching thu sd, chit ky s cta Sé, cua ca
nhan.

l1l. PHAM VI, THOI GIAN, POI TUQNG, PHUONG PHAP KIEM
TRA VA KINH PHI TIEN HANH

1. Pham vi kiém tra: Tir 01/01/2023 dén nay.
2. Thoi gian kiém tra: Trudc ngay 26/6/2024.

3. Poi twgng Kiém tra: Vin phong So, bo phan chuyén mon lién quan cong
tac dam bdo an toan an ninh mang cua S0.

4. Phwong phap kiém tra
4.1. Thanh 1ap Poan kiém tra (cé quyét dinh riéng), gdbm 03 thanh vién

- Lanh dao S& phu trach cong tac bao ddm an toan, an ninh mang cua S -
Trudng doan.

- Lanh dao Van phong phu trach cong tac quan tri - Thanh vién.

- Chuyén vién Vian phong phu trach cong tac quan tri mang - Thanh vién.

4.2. Trinh ty kiém tra: Kiém tra truc tiép

- Truéng Poan kiém tra cong bd quyét dinh thanh lap Poan, ndi dung cong
tac kiém tra theo Ké& hoach.

- B0 phan chuyén mon lién quan cong tdc dam bdo an toan, an ninh mang
cua S¢& bao cdo (bang van ban); chuan bi ho so, tai liéu, thiét bi lién quan phuc vu
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cong tac kiém tra va trao doi truc tiép cong tac bao dam an toan, an ninh mang
vo1 Poan kiém tra.

- Thanh vién Poan truc tiép kiém tra cong tac dam bao an toan, an ninh mang
tai cac phong chuyén mon, Thanh tra, Van phong, b phan Van thu.

- Két thiic kiém tra, Poan tong hop, danh gia thuc trang cong tac dam bao an
toan, an ninh mang cua s&; xay dung bao cdo két qua guri Tiéu ban an toan, an ninh
mang.

IV. TO CHUC THUC HIEN

1. Can ctr Ké hoach nay, Chéanh Van phong, Chanh Thanh tra Trudng cac
phong chuyén mon c6 trach nhiém to chtrc quan triét, trién khai thuc hién nhimg
ndi dung da néu trong Ké hoach dén tat ca cong chirc, ngudi lao dong trong phong;
tap trung to chuc thuc hién nghiém tac dong thoi phdi hop chit ché véi cac don
vi lién quan hoan thanh tot nhiém vu duoc giao.

 2.Giao Van phong S¢ chu tri, phéi hop véi cac phong chuyén mén to chirc
trién khai thuc hién, bao cao theo quy dinh./.

Noi nhdgn:

- Tiéu ban ATANM Phong PAO5 -CAT;
- Lanh dao So;

- Céc phong chuyén mon;

- Luu: VT, VPnra).

guyén Pinh Pai
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